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Abstract control structure with normative agents operating at differ-
ent levels of control. And unlike a peer-to-peer system, our
In this paper we propose a conceptual model of vir- model offers a more elaborate normative structure, which
tual organizations as normative multiagent systems. The dy-enables it to address global concerns. Given the proposal
namic aspects of virtual organizations are modeled using to model virtual organizations by normative multiagent sys-
aspects of speech act theory and Searle’s theory of the contems, a number of questions remain.
struction of social reality. We illustrate the use of our model ) o ) .
by discussing an example of distributed access control poli- 1. How can the behavior of an individual agent in a vir-
cies. We show how the model captures the distinction be-  tual organization be described?
tween local and global authorities, and between local and 2. How can agents change a virtual organization?
global norm enforcement policies. 3. How can agents in a virtual organization establish nor-
mative relations or contracts with each other?
4. How can we deal with norms that operate at different

. levels of control?
1. Introduction

Our answer to these questions depends on the interaction
Recent developments on environments for computer sup-among agents and normative systems. In general, the deci-
ported collaborative work, distributed knowledge manage- sjons of agents depend on recursive models of the expected
ment and ‘grid architectures’ for sharing resources and pehavior of other agents and normative systems. We con-
computational services have lead to an increased interest isider interactions between an agent and a normative sys-
what has been termedrtual organizations a set of indi- tem, where an agent models the normative system as an au-
viduals and institutions that need to coordinate resourcestonomous agent, and the normative system defines roles that
and services across institutional boundaries [19]. Users ofagents can play in the system. Moreover, we consider inter-
such a coordination infrastructure can form a community, action among individual agents in the context of a norma-
with a shared set of objectives and norms about what con-tive system, like in contracting. Finally we consider inter-
stitutes accepted behavior. Nevertheless, control over seractions among normative systems, like the interaction be

vices and resources largely remains local. The problem is totween a global and a local authority with respect to global
align the objectives and norms of the community of users, enforcement policies.

with the formal rules of such an infrastructure. Traditional ~ There are two ways to model virtual organizations. One

client-server architectures can accommodate global objecmay study existing virtual organizations, and try and find a
tives, but can not delegate basic local control. Fully dis- descriptive model that best matches the observations. Alter-
tributed peer-to-peer architectures on the other hand, do nohatively, one may design and implement an architecture that
offer enough mechanisms to realize global objectives. Ap- enables a virtual organization. The architecture is based on a
parently we lack a conceptual model of virtual organiza- model, which thereby prescribes important aspects of future
tions with norms at different levels of control. behavior. Our model is intended to be used in this prescrip-
In this paper we present and discuss a conceptual modetive way, and has no empirical pretensions. More details of
of virtual organizations based on what we cali@mative  the formal logic that underlies the model can be found else-
multiagent systenfNMAS) [3, 4, 5]. Unlike a central au-  \yhere [4, 5].
thority or a bureaucracy [28], our model allows a distributed  The layout of the paper is as follows. First we discuss
— _ _ o _ _ the general structure of our model, and the methodology to
1 Dl;?;ég‘deintfgim itd' Informatica,  Universit di  Torino,  mode| virtual organizations. We explain the basic idea be-
2 I%aculty "of Economics and Business Administration, hind the agent metaphor, and in what ways it can be ap-
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2. Normative Multiagent Systems teractions among normative systems. These interactions can

take the form of communication between agents and norma-

The NMAS model introduced in this paper builds tive systems, for example a normative system commanding

on a model developed for the design of multiagent sys- @ agent to do something .It can also mean an agent chang-
tems (MAS). Multiagent systems are computer sys- ing the normative system, or two agents establishing a con-
tems that are composed of a number of autonomoustractin the context of the normative system. The interaction

agents, i.e., pieces of software, that must interact in or-can be merely hypothetical, when an agent has a profile of

der to achieve the global system’s objectives. Applications @nother agent, and tries to predict its behavior.

can for example be found in transport logistics [11], man-
ufacturing scheduling [35], and social simulation [33]. In-
creasingly, developers of multiagent systems have turned
to concepts from the social sciences, such as organiza-
tion structures and norms as a guideline for design [15].
We believe that the principles of the NMAS model are gen-
eral enough to be applied to human as well as artificial
agents. In this paper we do not propose to deploy ‘in-
telligent agents’ to monitor or control aspects of virtual
organizations. Whether such applications are success-
ful is an empirical question [24]. In this paper the agent
metaphor is only used as a conceptual tool.

We assume a partial unification of agents — human or
artificial — and normative systems. A normative system is
nothing but a set of explicit rules of behavior, norms, that
apply to a set of agents. A normative system may provide
additional rules for detecting violations and applying ap-
propriate sanctions. The central idea is that both agents and
normative systems can be viewed — and thus modeled — as,
autonomous decision makers [3]. Like an agent, a norma-
tive system serves some objective, for example to maintain
property rights. And like agents, a normative system only
has a limited capacity to pursue such objectives. A norma-
tive system can be considered as an autonomous agent from
the viewpoint of an individual agent. For example, when
an agent is deliberating whether or not to obey a norm, it
will reason about the expected behavior of the normative
system, given what it knows of the objectives and limita-
tions of the normative system with regard to violation detec-
tion and sanctioning. A normative system can also be con-
sidered as an autonomous agent from the point of view of
another normative system. However, normative systems are
obviously different from ordinary agents in many other re-
spects, and the two kinds of agents should be distinguished.
In the end, the net behavior of a normative system is de-
termined by individual agents playing pre-defined roles in
the system, where the roles are governed by further norms.
Only when the model abstracts over the individual proper-
ties of these agents, we may say that the normative system
as such is making a decision. To stress the commonality, we
sometimes refer to a normative system as a normative agent.

Starting point of the model is that there are different
kinds of interactions in a normative multiagent system: in-
teractions between an agent and a normative system, inter-
actions among agents subject to a normative system, and in-
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Figure 1: Types of Interaction between agedtand nor-
mative systemsv

The core of the model is a relational view of two agents,

ither ordinary agentd or normative agentd/. The model
is structured according to the different kinds of interaction
(Figure 1).

1. A:N: How can the behavior of an individual agent in
a virtual organization be described?
Interaction. The normative system can command an
individual agent using prescriptive norms and impera-
tive speech acts. For general norms, the normative sys-
tem has to decide whether the agent is subjected to the
norm. In a social system, the agent has a choice to ac-
cept or reject the norm. The normative system moni-
tors the agent and observes whether behavior would
count as a violation. If a violation is detected, the nor-
mative system can sanction the agent.
Recursive modeling. The view on normative sys-
tems from the perspective of individual agents de-
pends on the agent model used. We discuss tigai-
tive foundation®f our model, and how norms can in-
fluence individual decisions [13] (Section 3), based
on an existing cognitive agent architecture called
BOID [13]. In addition to modeling the customary be-
liefs, desires and intentions of an agent (abbreviated
BDI), also the effect on decision making of norma-
tive concepts like obligations (referred to as O) is ac-
counted for.



2. N:A: How can agents change a virtual organization? Recursive modeling.The example of distributed ac-

Interaction. First it must be decided which agents are cess control policies [36] crucially involves normative
allowed to do what in the normative system. Some systems that contain multiple other normative systems,
agents have the power to introduce new norms, to de- which can interact at various levels.

cide to count behavior as a violation, or to sanction

other agents. These powers are related to roles like leg-3.  Cognitive Foundations

islator, policemen, defender, etc. Due to the separation

of duties, some combinations of roles are excluded. In this section we consider the viewpoint of an arbitrary
Second, agents in certain roles and under certain cir-agent. We assume that the core of the agent’s deliberation
cumstances can change the rules of a normative sysis based on mental attitudes like beliefs, desires, goals and
tem, by uttering a performative speech act that consti- plans, following the tradition in cognitive science, e.g., [10]
tutes a change (Section 4). and on obligations, studied in deontic logic [32] — the logic
Recursive modeling.A normative system not only  of normative systems. The mental attitudes are interpreted
views agents as subjects which it can oblige, pro- as follows [13]. Beliefs are informational attitudes; they
hibit, permit, sanction and control, but it also views the represent what the world is expected to be like. Desires
agents as subjects that can play other roles in the sysfepresent internal motivations, which may lead to possible
tem, for example to modify the normative system. We goals for the agent to pursue. When a goal is adopted by the
also look at constitutive norms, that can be contrastedagent, a plan is formed to achieve the goal. Finally, obli-
with regulative norms, and at norms regulating inter- gations model external motivations for an agent, such as
action itself, such as dialog games or interaction pro- norms.

tocols.

: . o 3.1. Formal Models
3. A:A: How can agents in a virtual organization estab-

lish normative relations or contracts with each other? In our model, these mental attitudes are not represented
Interaction. When two agents in a virtual organiza- as sets of sentences as is customary, e.g. [37], but as sets of
tion together would like to cooperate, but individual conditionals or production rules. This expresses the fact that
rationality dictates them to defect (as in the Prisoner's mental attitudes are context dependent by nature [22], and
Dilemma), they can agree to draw up a contract. The that their application is conditional on certain constraints.
normative system may contain a contractual frame- So each attitudeel, Goal, Obl, etc., is represented by a
work. The agents can propose a contract, and nego-set of rules of the formd — B, where both4 and B
tiate its conditions. Typically when two agents are in are sequences of facts. Moreové,may contain special
a contracting relationship there may be disagreementdecision variables, or actions. The values of decision vari-
about the conditions of the contract, whether behavior ables are under the control of the agent. For simplicity, both
counts as a violation, and how such behavior should facts and decision variables are represented by boolean vari-
be sanctioned. Contracting involves social phenomenaables, being either true or false. The decision making of
in normative multiagent systems like directed obliga- an agent is represented by a forward reasoning loop, which
tions and the formation of groups (Section 5). runs roughly as follow$.The agent receives input from ob-
Recursive modeling. We consider agents from the servation, represented as a set of fatté\lternatively, the
viewpoint of other agents, given a normative system in agent may start with a set of initial goals, also represented
which the interaction is embedded. This involves so- by a set of boolean variablés Now the agent tries to match
cial phenomena like trust, as well as control mecha- each ruleA — B againstS. If A is contained inS, and
nisms to enforce contracts. the facts of B do not contradict a fact i¥, the rule is ap-
plicable. However, there may be several rules applicable to
ferent levels of control? SZ from t.he same an(_j from different mental at'FitL{des, each

i o . with a different possible outcome. Using a priority order-
Interaction. In Section 6 we study the example of dis- g the agent selects one rule — this is called conflict reso-
t_nbu}ed access control policies [36]. We propose a dis- |ution — and applies it: the resuft is added toS. This pro-
tinction between local and global authorities, and be- agq continues, until a stable set of facts is reached, to which
tween local and global norm enforcement policies. We 1y fther additions can be made. Such a stable set, an ex-

distinguish three kinds of agents: subjects, whose be-(ansion, represents the result of the decision making. For
havior is governed by norms; defenders, who should

monitor violations Of_ norms and apply_sanCt'onS; and 1 Technical details of the reasoning is expressed using input/output log-
autonomous normative systems, who issue norms and ics[29, 30]. Their application to Normative Multiagent Systems is ex-
supervise defender agents. plained in [4, 5].

4. N:N: How can we deal with norms that operate at dif-




agenta deliberates allagut _C’F’“maf' decision a seat during the performance. More about such constitu-
— considers optimal decision of agent - tive norms in section 4.3 below.
agentb deliberates about optimal decision

— considers optimal decision of agent Unlike desires or goals, norms are external to an agent.
agenta deliberates about optimal decision So how can norms and obligations affect decision making?
— considers optimal decision of ageént The idea is that behavior or a situation which does not sat-

isfy the obligation, is seen as a social fact that counts as
. ) . . _ a violation in the normative system. The idea to use vi-
Figure 2: Recursive modeling using agent profiles olation conditions to model obligations, is known as An-

example, a selfish agent will prefer desires to social obli- derson’s reduction. So instead of specifying that access to
gations; a social agent will let obligations take priority. The Some resource is forbidden, we specify that accessing the
decision making behavior of an agent therefore crucially de- resource counts as a violation. Thus a rule of the form
pends on the way the conflicts among the mental attitudesaccess (a,r) — viol (a) will be part of the ‘beliefs’ of

are resolved. Different priority orders lead to different ex- the normative system, whetecan be any agent andany
tensions, which represent different kinds of behavior. resource. Moreover, with each obligation we can associate

a sanction. A sanction is an action or fact that is undesir-
able for each agent that is subject to the norm. It must also
be undesirable for the normative agent to impose a sanc-

Interaction between agents is based on the idea thation. and sanctions must only be triggered by detected vio-

agents also have profiles of other agents, which specify theations. These restrictions prevent arbitrary sanctioning [3].
mental attitudes of others. Technically, profiles also con- Note that there is a distinction between behavior that counts

tain sets of production rules. Individual agents can there- &S @ violation and behavior that s actually being sanctioned,
fore play hypothetical games with other agents to predict @S these are distinct decisions of the normative system.
their behavior, in response to their own behavior (Figure 2).
This is called recursive modeling. Such recursive model-
ing can become rather complex. Therefore we assume that .
our agents are resource bounded, such that for example thg" Dynamics
number of levels at which an agent can reason about other
agents is limited. Typically, an agent can reason about an- How can we account for the dynamics of a normative
other agent’s expectations about a third agent; more com-system? Again, we apply ideas from Searle [39], includ-
plicated nestings are not allowed. ing older work on speech acts [1, 38]. Roughly, there are
Recursive modeling is especially useful to model trust, speech acts, so called performatives, that in a given com-
deception and threats. Consider an agethat receives in-  munity ‘count as’ a change to the rules and social facts
formation from agent. Now shoulda trustb regarding the  governing the normative system. For example, by explic-
truth of that information? Supposealready has a profile of  itly authorizing an agent to access a resource, that agent ac-
b, to the effect thab has no desire to be truthful to In that quires the right to access the resource. This means that
case, one likely outcome of the recursive simulation will be the access policies of the community have in fact been al-
thatb will not speak the truth. Sa should not trusb. tered. So just like certain facts may count as evidence of
Interaction between an agent and a normative system isother social facts, as we have seen in the example of a the-
modeled just like the interaction between two agents. Theater ticket, certain actions may count as changes to the
agent thus assumes that the normative system has motivasocial facts. Typical examples are making a promise, or ac-
tional attitudes, and that these desires or goals of the norcepting a request. However, performatives only have their
mative system are like commands for the agent. One ex-intended effect, when so called felicity conditions or ap-
ample can be found in a traditional client-server architec- plicability conditions are satisfied. Consider for example
ture, where a ‘wish’ for the server, is in fact a ‘command’ a command, which only has effect in case the command-
for the client. Moreover, the agent assumes that the norma-4ing agent has authority over the agent commanded. In
tive system has informational attitudes, which partly deter- the distributed access policy example, the right to enti-
mine the state of the world. Following Searle [39], instead tle others to access a resource, is granted to the owner of
of saying that the normative systdielieveghat A implies a resource. In other words, only if the speaker and the ad-
B in contextS, we would say thatd counts asB in con- dressees of a speech act enact appropriate roles in the nor-
text S. The normative system creates and records the factamative system that underlies the interaction, the speech act
that make up social reality. For example, within the conven- will be successful.
tional context of going to the theater, a ticket to a perfor-
mance counts as evidence that you are entitled to occupy

3.2. Recursive Modeling



4.1. Roles The examples above concern a change that takes place
within a normative system. The system itself remains rela-
Agents can play different roles in a normative system. tively stable. But norms and social structures can evolve too.
A role specifies the rights and duties of each agent that en-However, such changes are much more elaborate, and are
acts thatrole (e.g., access rights, safety maintenance dutiesyubject to restrictions. For instance, a norm must be known
as well as social relationships with other roles (e.qg., author-to all agents that are subject to it. Therefore, before a new
ity, dependence). Thus, normative systems are modeled as aorm is established, all agents must be informed. Such re-
structured entity, where the structure is provided by the rolesstrictions on the formation of norms can be laid down in a
and the role relations. This is useful to model relations in in- second normative system. Thus, law scholars like Hart [23]
stitutions as studied in organizational theory, as well as rolesdistinguish between primary laws, whose purpose is to di-
in legal theory. For example, in thdas politica there are  rect the behavior of citizens, and secondary laws, which,
different roles associated with the executive, legislative andamong other functions, serve the maintenance of the norma-
judicial powers. In a similar way, one can conceive of a nor- tive system. These rules are instrumental to the primary sys-
mative system in which the right and duty to see to it that tem, in that they regulate the regulation. For example, art. 2
norms are obeyed and that violations are detected and san®f the Italian Civil Code states: “the creation of laws [...]
tioned, have been delegated to so callisdenderagents. is regulated by constitutional laws” (Cost. 70). This sub-
These defender agents contsolbjects but are themselves  system, according to Hart, does not include only the rules
controlled by the autonomou®rmative systeras a whole. of change which specify how new laws are introduced or
The possibility to delegate powers to agents in different old ones removed, but it also includes rules about powers
roles, is a distinctive property of our model. Normative sys- for the private citizen. These rules are at the basis of civil
tems have thus far been modeled as abstract entities. If norcode and allow testaments and contracts; for Hart they al-
mative systems or institutions are represented at all, then oflow the exercise of limited legislative powers by the citi-
ten they are just referred to as indicgsfor example inthe  zens. These rules do not create or remove general laws, but
phrase ‘A counts asB in institution S” [27]. However, it is they introduce and remove individual obligations and per-
crucial to find out what aspects of the structure of an insti- missions: e.g., the Italian Civil Code art. 1173 (sources of
tution make sure that such a constitutive norm is in place. obligations) specifies that obligations are created by con-
tracts, where a contract is meant as an agreement among
two or more parties to regulate a juridical relationship about

4.2. Institutional Change valuables by art. 1321.

Virtual organizations are subject to change. Changes take
place at different places in the model, and can have a differ- o
ent scope and impact. Speech acts may be exchanged bét-3. Constitutive Norms
tween participants in an interaction. And in case a speech
act counts as a particular move in a dialog game (see be- Regarding institutional change, we must first explain
low), changes to the institutional facts are established. Forthe distinction betweemegulative normsand constitutive
example, when accepted, a promise creates a commitmentorms that was introduced by Searle in his work on speech
for the promiser to keep the promise. Similarly, when new acts [38], and further developed in his later work on the
agents enter a community, a registration action creates theiconstruction of social reality [39]. Some rules regulate an-
new status as a member. The way such a registration actecedently existing forms of behavior. For example, the
tion is carried out differs between applications. In computa- rules of polite table behavior regulate eating, but eating ex-
tional settings, often a login is created. A login can later be ists independently of these rules. Some rules, on the other
used as evidence of the identity and role of the agent. hand, do not merely regulate an antecedently existing activ-

Technically, updates to a normative multiagent system ity; they, as it were, create the possibility of or define that
can be accounted for as follows: instead of one model, weactivity. For example, the activity of playing chess is consti-
use an ordered series of models representing the state of atuted by the rules of the game. The institutions of marriage,
fairs for each possible moment in time. In case it is impor- money, and promising are like the institutions of baseball
tant to compare different outcomes, a so called branching-and chess in that they are systems of such constitutive rules
time logic like CTL or CTL* is used: each possible future or conventions [38, p. 131]. Within normative multiagent
course of events is represented by a ‘branch’ of the tree.systems we distinguish between regulative norms that de-
See [14] for an application of this idea to normative mod- scribe obligations, prohibitions and permissions, and consti-
els. Alternatively, we can use linear time models, using the tutive norms that regulate the creation of institutional facts
different extensions generated by the recursive game simulike property, marriage and money, as well as the modifica-
lations as representations of alternative outcomes. tion of normative system itself.



Constitutive norms are introduced in our normative mul- receiver. For example, a remark like “Open the window!”
tiagent systems for the following three reasons. can be taken as a command, or as a suggestion. What kind

First of all, regulative norms are not categorical, but con- of interpretation is selected by the receiver, is indicated by
ditional: they specify all their applicability conditions. In the response. So a response like “good idea!” would signal
case of complex and rapidly evolving systems new situa- that the receiver takes it as a suggestion, and not as a com-
tions arise which should be considered in the conditions of mand. Such a response also denies the existence of an au-
the norms. Thus, new regulative norms must be introducedthority relation. This effect of the receiver influencing the
each time the applicability conditions must be extended dialog, is called uptake [16]. An preliminary account of up-
to include new cases. In order to avoid changing existing take was given using the BOID model [25].
norms or adding new ones, it would be more economic that
regqlanve norms could factor out particular cases and &t contracts and Social Relations
fer, instead, to more abstract concepts only. Hence, the nor-
mative system should include some mechanism to introduce
new institutional categories of abstract entities for classify-
ing possible states of affairs. Norms could refer to this in-
stitutional classification of reality rather than to the com-
monsense classification [12]: changes to the conditions of
the norms would be reduced to changes to the institutional
classification of reality.

Second, the dynamics of the social order which the nor-

In our approach, the behavior of agents is modeled
through a number of recursive games. An agent has a pro-
file of other agents and of the normative system, and will
base its decisions on the reactions that come out of a sim-
ulation of the game using the profiles. Agents in a norma-
tive system are subject to obligations. When an agent con-
siders the normative system as part of its recursive model-
: . . . _ ing, this may influence its behavior. When agents consider
mative §ystem aims to aghleve IS dug to the evolution of theeach other in the context of a normative system, then obliga-
normative system over time, which |ntro<_juqes NEW NOMMS, ti5ns can also be directed towards other agents, and not just
a'b'roggtes outdaFed ones, and, Cha.”ges its institutional CIaSt'owards the normative system [14]. For example, a promise
_5|f|cat|on of reahty._ So the no_rmatwe system must SPEC™ reates an obligation, not towards society as a whole, which
ify hovx_/ the normatlve_system itself can b? chan_ged by in- provides the normative system against the background of
trOQUcmg new regulatlve norms and new institutional cate- which promises conventionally hold, but towards the spe-
gone;, and specify k_)y whom the changes can be d.one. cific agent the promise was made to. Such directed obliga-
Third, the dynamics of a normative system also includes ¢, aimost always coincide with some social relationship
the possibility that ordinary agents create new obligations, j)oyeen agents, that helps to define a community or an or-
prohibitions and permissions concerning specific agents. 4 nization. In the case of a promise, that relationship might
This activity is paft'_CF"a”V important in applications for_ be one of friendship. In the case of a contract, the relation-
e-commerce where it is necessary to model contracts whichyp, might be a long term trading relation, etc. A contract is
introduce new normative rglatlons among agents, like thetypically drawn up by agents that are of equal authority, but
duty to pay a fee for a service [17, 34]. that depend on each other. Although there is an incentive
to honor the contract, there must be a guarantee against op-
4.4. Interaction Norms portunistic behavior. Agents gather power over each other
due to the directed obligations they can create and delegate.
We are working on extensions of the model to incorpo- These powers are part of a social reality based on institu-
rate agent communication languages and dialog games [2]tional facts. The distinction is between agents that are indi-
Interaction itself can be seen as governed by a set of normavidually rational, and social agents that are aware of other
tive rules too. Such rules may be formulated in the shape ofagents, set against a background in which the institutional
a dialog game, e.g., [41, 26, 31]. A dialog game defines therelations between agents have been fixed.
roles of the participants, the repertoire of speech acts, the se- A particularly interesting social relationship, is that of
quences of speech acts that are considered well-formed, thbeing member of the same group. Social agents can oper-
meaning that is given to each speech act in terms of the re-ate as a group, team or coalition and have joint goals. In
sulting effect on the underlying normative system, and the case there is a joint goal, this generates further obligations.
entry and end conditions. Given a message containing a partn particular, in addition to the fact that members must have
ticular speech act, a particular response may be obligatorythe goal of completing their part of the task, they are obliged
For example, a request must be either granted or denied. Ao assist each other and to communicate failure or comple-
command must be carried out, at least, when there is an aution of their part [40]. If a group has collective obligations,
thority relationship between the commander and person be-this generates the problem of how to distribute these obli-
ing commanded. However, to determine what counts as angations over the members of the group [20]. The main is-
appropriate response, there is room for interpretation by thesue for the agents is how to deal with social laws. A re-



lated issue is due to social norms and commitment poli-
cies, see e.g. [21]. Moreover, when social norms are insti-
tutionalized, then agents can create obligations directed to-
wards each other by creating contracts. In human society,
the creation and execution of contracts is regulated by con- ?
tract law. In virtual organizations, rules with a similar func-
tion should exist, the define the meaning of newly created
or abolished obligations, about violations and possible sanc-
tions and about exceptions.

entitle access ‘
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Figure 3: Usen; requests access to resouddeom storage
provideras, having been entitled accessddy owneras

spect the norms, but also the local providers must be moti-
vated to issue local policies that respect the global ones.

In this section we consider normative systems from the The following exampl_e Is taken from_ Firozabadi and Ser-
viewpoint of other normative systems. Though normative got [18]. The example hinges on the difference between the

reasoning often assumes a single normative system, as iI;?ermission and the right to access aresource. Suppose there

moral theory, in reality there are typically many interact- arei‘ "’I‘gen(tfl’ a2h"?md“,3' and there is no central access con-

ing normative systems and their relation has to be explained™©' I" Order achieve its purpoge agentz; wants to access
aresourceé which is stored remotely, in control of agent

by any useful model of normative systems. The best exam- :
Now suppose. does not at the moment permit to access

ple is legal theory, which is typically based on hierarchies o
the resource. Whedn, requests permission to access the re-

6. Local and Global Policies

of norms. There are for example the laws of the European
Union and of the individual member states, with carefully
delimited areas of jurisdiction. The interaction between nor-
mative systems is also important in virtual communities,
where we can distinguish between local and global authori-

ties. This idea is elaborated in the example below. 1

6.1. Distributed Access Control

Developments in network technology have raised new
problems concerning the control of peer-to-peer systems
and grid architectures [19]. In these computing paradigms
there is no central administrator; access to resources is con-

trolled at local levels. Participants can take the role of a con-  2-

sumer, or of a provider of resources. As a provider, partic-
ipants have the power to set their own access policy. If a
set of participants wants to form a virtual community to
share resources, local access policies should be organized
according to some global policy which specifies how re-
sources can be shared. In the traditional client-server ap-
proach access policies are controlled by a central author-
ity. According to Pearlman et al. “a key problem associated
with the formation and operation of distributed virtual com-
munities is that of how to specify and enforce community
policies” [36]. Since there is no plausible way to enforce
a global policy by technically constraining a distributed ar-
chitecture, a normative system is needed to specify global
policies about local policies. Moreover, a mere specifica-
tion of what is permitted and what is obligatory is not suf-
ficient: “exercise of rights is effective only if the resource
provider has granted those rights to the community” [36].
The normative system must therefore enforce the norms at
each level. Not only users must be given an incentive to re-

source,a, Will have to make a decision, based on its local
access policies combined with the global access policies.

There are several possible scenarios:

Supposez; is (globally) permitted to access resource
d, but there is no obligation on, to (locally) grant
that access. That meaag will not violate any policy
regardless of whether it grants or denies the access.

In our model, the decision depends entirely on the
individual desires and goals of the local authority. If
the local authority has a desire to limit the data traf-
fic, for example, it might choose to deny access.

Supposen; is not only permitted to accesg but is
also entitled to it. This means that has an obligation
to grant access whenewver requests it. This may hap-
pen wher; is the owner ofi, or whend is owned by
another ageniz andas has entitled:; to accessl on
as (Figure 3).

Consider the case in which; claims to be the
owner. Firsta; must establish whether, really does
count as the owner of. It will need some evidence
that constitutes the identity of;. For example, the
global authority may issue ownership certificates. Sec-
ond, as must establish whether or not denying access
will count as a violation. If so, it must establish if the
chances of getting detected and the severity of the cor-
responding sanction, outweigh the benefit of not grant-
ing access. To this end, it will employ a version of re-
cursive modeling. Ifi; decides to grant access, it must
perform a social act that counts as the permission for
ay to accessl, and that also enables to physically
access the data.



Consider the case in which claims to have been
entitled by ownern; to accesg. Amongst other things,
it must be specified which speech acts constitute an en-
tittlement. In one possible set-up, the owner may order
the local authority to grant an agent access for a pe-
riod of time. In that case the local authority must verify
the authenticity of the order, and store the details. The
power for owners to entitle agents’ access is guaran-
teed by the global normative system. Everything else
is handled locally. In another set-up, the owner may
create an institutional fact that counts as evidence of
the agent being entitled access, similar to the identity
certificates discussed above. In this case, both the ev-
idence and the obligation for local authorities to grant
access, are guaranteed by the global normative system.

3. Supposen; has no permission to accegsso ay is
globally forbidden to grant; access. Such a prohibi-
tion is represented by rules specifying what counts a
violation, and by a sanctioning goal for the global nor-
mative system. Since, physically controls access, it
may still granta; access. This may happen for exam-
ple, whenas has desires or goals, that would make it
beneficial to grant access, and the chances of being de-
tected and sanctioned are small. Bribes fall into this
category, as well as kind librarians that want to help
out a student with no library card.

This brief exposition indicates, that in principle the con-
ceptual model of normative multiagent systems is rich
enough to capture the crucial aspects of the scenar-
ios. Moreover, all of the concepts (agents, roles, regula-
tive norms, constitutive norms, speech acts) are needed
to cover some aspect of the scenario. So on first sight,
the model is not too rich either. Having said that, we re-
alize that a proper empirical validation of the use of the
model for designing and evaluating distributed access con-
trol systems, would require a detailed field study.

Note furthermore, that for many applications, the kind
of rational deliberation shown by the agents in assessing
the normative system'’s ability to detect and sanction a vio-
lation, is not necessary. In that case, norm abiding behavior
is ‘hard-wired’ into the application [14].

1. The complex structural relation between agents and
normative systems has been decomposed into four sep-
arate relations, which each can be studied on their
own: normative systems viewed from the perspective
of an individual agent, individual agents viewed from
the perspective of normative systems, the view from
agents towards other agents in the context of a norma-
tive system, and the view of normative systems from
the perspective of other normative systems. This point
has not been discussed in our framework before.

2. The behavior of agents and normative systems can be
modeled as recursive games between agents in a stan-
dard game theory. It has been shown in [7] that many
subtle forms of fraud and deception can be modeled in
this way.

3. Obligations can be modeled in the standard BDI set-
ting using the metaphor “Your wish is my command”.
Thus, the wishes of a normative agent become com-
mands for the subjects of the normative system. This
can be explained using the social delegation metaphor.

4. The model allows a distinction to be made between
violability and sanctions. Behavior which counts as a
violation is distinguished from behavior that is sanc-
tioned. The normative system may autonomously de-
cide which behavior counts as a violation, and whether

violations are sanctioned.

5. The model captures several kinds of dynamics of a nor-
mative system. Our model combines the dynamics of
normative systems with the dynamics of multiagent
systems, and explains what roles an agent can play in
the dynamics of normative systems.

6. The model can capture the most important aspects of
dialogue games, i.e., roles of participants, dialogue
game rules (conditional obligations) and the status
of the dialogue context (institutional facts). However,
more research is needed to fully incorporate dialogue
games into normative multiagent systems.

We believe that this conceptual model of virtual organi-

zations as normative multiagent systems may have impor-
tant consequences for the design and evaluation of virtual
organizations. Crucial is that norms are dealt with explicitly,
and that system designs do not assume that norms — proto-

We conclude by summarizing the advantages of our con-cols, standards, contracts — will automatically be obeyed.
ceptual model. As discussed above, our model is based on &lorms will almost certainly be violated if there is an incen-
partial unification of computer systems and normative sys- tive to do so. And since virtual organizations are open sys-
tems, both called agents. It is this partial unification that tems, in the sense that they are inhabited by both human
clarifies their relation, and the distinctions. The second, and artificial agents of whom nothing may be known in ad-
third and fourth advantage have first been observed in [6].vance, it is better to be prepared. Modeling violations ex-
The advantages are as follows. plicitly makes it possible to design countermeasures.

7. Conclusions
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